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Palring-based cryptography: a brief history

Historically, pairings have provided great functionality

- First IBE instantiation [BFO1]

- Many other breakthroughs have followed [BBS04,GS08,KSW08,LW11,...]
With great functionality, comes great (ir)responsibility!
‘First assumption: BDH (given (g2,g°,g°), compute e(g,g)°°)

@Later assumptions: Subgroup Hiding [BGNO05], Decision Linear, SXDH

‘Even later assumptions: q-SDH, g-ADHSDH, g-EDBDH, g-SDH-III, g-SFP,
“source group g-parallel BDHE,” etc.
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Moving away from g-type assumptions

Dual systems [WQ09,...] have proved effective at removing g-type assumptions

Apply dual systems directly to variants of the uber-assumption [BBG05,B08]
* Reduce”® to an assumption that holds by a statistical argument
- Adapt dual systems to work for deterministic primitives

Extension to Dodis-Yampolskiy PRF [DY05]
“currently only in composite-order groups,
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Composite-order bilinear group: (N, G, G, e, g) where N = pq

Go Gq

Q 7dom element of Gp
Subgroup hiding [BGNO5]: Q /'::s Q

(indistinguishable from)

random element of Gp x Gq subgroup hiding
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Parameter hiding: elements correlated across subgroups are distributed
identically to uncorrelated elements

S=

g1f(><1 ,...,><c)g2 (X1,....Xc)

Q IS Independent from

parameter hiding

Xi mod p reveals nothing about x; mod g (CRT)
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3

= [WO09,LW10,..]

Challenge ciphertext

normal:
semi-functional (SF): @

(subgroup hiding)

(parameter hiding)

SF keys don’t decrypt SF ciphertexts!

ID queries

normal:

semi-functional (SF):

(subgroup hiding)

(parameter hiding)
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normal: e
(subgroup hiding)

& (parameter hiding)
@@ (subgroup hiding)
semi-functional (SF): Ty @ subgroup hiding)

1. start with base scheme
2. transition to SF version
3. argue information is hidden
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« T = <1,11,...,T>: Alis given e(g,h), {e(g,h)Ti*1-Xc)}
* f(x1,...,Xc): A needs to compute e(g,h)™1-c (or distinguish it from random)

uber(c,R,S,T,f) assumption: given (R,S,T) values, hard to compute/distinguish f
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—xample uber-assumption: exponent g-SDH

1
X! from random

exponent g-SDH [ZS-NS04]: given (g,g*%,...,g*"), distinguish g
* ¢ = number of variables: ¢ = 1
* R =<1,p1,...,pr>: pi(X) = X' (Vi O<i<q)
c S=<1>
c T=<1>

o« f(X1,...,Xc): f(X) = xa+

exponent g-SDH is uber(1,<1,{X}>,<1>,<1> x4

13
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*when instantiated in asymmetric composite-order groups [BRS11]
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