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’How much anonymity does Bitcoin really provide?
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Change clustering [A+13,M+13,SMZ14]
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Tracking technique [M+13,HDM+14]
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Prosecutors Trace $13 4M in Bitcoins From the Silk
| Road to Ulbricht’s Laptop

If anyone still believes that bitcoin is magically anonymous internet money, the US
government just offered what may be the clearest demonstration yet that it’s not.
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How much anonymity does Bitcoin really provide?

N theory, a lot! addresses are not linked to identity

IN practice, maybe not so much
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(Full version)
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Coinjoin

Introduced on August 22 2013 by Gregory Maxwell

“Bitcoin privacy for the real world”
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taint set

accuracy: how accurately can one identify taint set?
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taint resistance: no adversary can have good accuracy
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Analyzing taint-resistant protocols

My Wallet = vour own Bank.

Wallet Home My Transactions Send Money Receive Money Import / Export

TRANSACTION TYPE

©® Quick Send Shared Coin
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Active adversaries: Coinjoin output taint
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“Coinjoin” output taint
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Passive adversaries: “Coinjoin” output taint

passive adversary Is

much less confident

than active one!
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