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What is Bitcoin”?

The first successful, widely adopted form of e-cash
Introduced in 2008 by “Satoshi Nakamoto”
Potential for anonymity via use of pseudonyms
Completely decentralized and unregulated®

Every transaction is publicly visible
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Why study Bitcoin? It’s fascinating!

Market Price (USD)
Source: blockchain.info
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Our paper

What are people using Bitcoin for?

How much anonymity does Bitcoin really provide?

Link pseudonyms to single user using two clustering heuristics

Cluster
O

Name users via “re-identification attack” to learn real-world identity
ITransact

us@
“@them
Combine these techniques to de-anonymize flows of bitcoins
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How does Bitcoin work?
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Components of Bitcoin

The global transaction ledger is called the block chain‘

A block is a collection of transactions .

A transaction is a collection of ECDSA signatures specifying transfer
of bitcoins from one pseudonym to another (or multiple)

, 1GYnR2dWZFsibBBAKjiGKIMNSFCVHEKS21 - (Spent) 48.8325 BTC
1422qdwvErUvuXFeSaVidwqWidMiaKgek (50 BTC - Outpul 1AF2149tLIXQ3JGDpe8gifrUmmagASKLNFC - (Unspent) 1.167 BTC

A pseudonym is the hash of an ECDSA public key; owner possesses
the corresponding secret key
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No Inputs (Newly Generated Coins) » 1D8JZmRQxme5tacd2daiUSZWSDPQTOHNEPmM - (Spent) 25.1834 BTC
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Transactions form a chain

No Inputs (Newly Generated Coins)

=

13PEULZWUSs LWtvQWQ26¢c1qQJYtsN2ahx8 (25.4158 BTC - Output)
1D8JZmRQxme5tacd42daiUSZWSDPQToN8Pm (25.1834 BTC - Output)

=

1422qjdwvB9rU4vuXFeS9YktwqWkMEKgsk (S0 BTC - Output)

=

108JZmRQxme5tacd2daiUSZWSDPQTONSPm - (Spent)

/
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/
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How do bitcoins get spent?

Transactions form a chain

No Inputs (Newly Generated Coins) » 1D8JZmRQxmeStacd2daiUSZWSDPQTHNSPm - (Spent)

13PEULZWUSs LWtvQWQ26¢c1qQJYtsN2ahx8 (25.4158 BTC - Output) * 19x4y JZXXFEUZNBUQemZCq9bCb3nUVGFHmM - (Unspent)

108JZmRQxme5tacd42daiUSZWSDPQTon8Pm (25.1834 BTC - Output) 1422qjdwvB9rUdvuXFe59YktwqWkMEKgsk - (Spent)

(—\ 1GYnR2dWZFsibB8AKkjjGKtMNs FCVHEKS21 - (Spent)

1422qjdwv69rUdvuXFe59YktwqWkM6Kgsk (50 BTC - Output) » {AP21400.03G0p o0 U ABKLNEG - Linopent

To spend the bitcoins, user signs the hash of the previous
transaction and the public key of the intended recipient

25.1834 BTC
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How do bitcoins get spent?

Transactions form a chain

No Inputs (Newly Generated Coins) » 1D8JZmRQxmeStacd2daiUSZWSDPQTHNSPm - (Spent)

13PEULZWUSs LWtvQWQ26¢c1qQJYtsN2ahx8 (25.4158 BTC - Output) » 19x4y JZXXFEUZNBUQemZCq9bCb3nUVGFHmM - (Unspent)

108JZmRQxme5tacd42daiUSZWSDPQTon8Pm (25.1834 BTC - Output) 1422qjdwvB9rUdvuXFe59YktwqWkMEKgsk - (Spent)

(—\ 1GYnR2dWZFsibB8AKkjjGKtMNs FCVHEKS21 - (Spent)

1422qjdwvE9rU4vuXFeS9YktwqWkMEKgsk (50 BTC - Output) » 1AF2149tLIXQ3JGDpe8gfrUmmaASKLNEG - (Unspent)

To spend the bitcoins, user signs the hash of the previous
transaction and the public key of the intended recipient

Each transaction must reference a previous transaction, so all
bitcoins received must be spent all at once

25.1834 BTC

0.5992 BTC
50 BTC

48.8325 BTC
1.167 BTC
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How to identify users?

Users can use arbitrarily many public keys (pseudonyms); as a result

the Bitcoin grap

N Is complicated and has 12 miIIion public keys

Cluster
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Collapse into a more manageable graph of clusters of publlc keys
representing distinct entities

Transact

us@
“@them
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Collect ground truth data by participating in transactions
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8b6008b2a369499¢c5c5105815109e549¢160a84692c00ch87d1a2b4881e89¢cc27
142Z7VauMVdSV5DADb62DsJ 7wvWaccq 18t (30.28851 BTC - Output)
16HI0N1JFXSHEV16X8PLeS77MMF3EKqEIH (30.28851 BTC - Output)
17RHWSeN5KyBgGw THCHBj4mZH3eqQNbrav (30.58936 BTC - Output)
13b780U40Cid4gQwB7bvUMUZ1XpnZqwNQ1 (12.9148 BTC - Output)
16BzfEpwFOPEULMmmMcbdag3m2ZaETGgwYN (29.55 BTC - Output)
1CusinkMvW53WtupuspCMDyi8gZ2sb13zv (30.28851 BTC - Output)
1PXASYNC2MWYtssfs BTBPMWXWSCDKPUMTB (30.28851 BTC - Output)
1Gg2D33ySPndnSELBnmze1QsmycSdeGVKX (30.28851 BTC - Output) ,
_ . 1ZOADFWVMZvgiN3HONIO1XoT2LpthS59F - (Spent) 0.01001 BTC
1FdPwjg7XJfrEqdQnduusg2KS1UUIDACC (30.28851 BTC - Outpul » 17iCsx5w55KcNdCRRpOXXFDcMUTbtNhgpm - (Unspent) 675 BTC

178AKoubQ2741uPqtoFQfB26ZUK 16f3yDt (29.36578 BTC - Output)
1L.Ze2eSEKrBik6jaBk8YNSh1amR2czmwwe (30 BTC - Output)
16ah8vzFqtnyCPtp57Y55bkXwSot7Bd3ic (29.84 BTC - Output)
1Dn82DXHrPNVH7EMrD5cawDedWdk43Jjkk (29.83951 BTC - Output)
1NvC4AvQVbwJUIXWHBHKIGKAMKRMKkRKe7gv (30.13 BTC - Output)
14kSwoX2cPkwRtKWSKTWBFGtraYpXrYckW (99.45 BTC - Output)
1AKMo TEIUXUa3foSNjLZcvLixY54wyC6n (141.9995 BTC - Output)
1KRMiP4ulyy2hm88MRRQv4ghkQthVKEBHSE (29.6 BTC - Output)

6 Confirmations 675.01001 BTC
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142Z7VauMVdSV5DADb62Ds)7wvWaccq18t (30.28851 BTC - Output)
16HO0N1JFXSHEV16X8PLeS77MMF3EKQEIH (30.28851 BTC - Output)
17RHWSeN5KyBgGwTHCHBj4mZH3eqQNbray (30.58836 BTC - Output)
135780U40Cid4gQwB7bvUMUZ1XpnZawNQ1 (12.9148 BTC - Output)
16BzfEpwFOPEULMmMMcbdag3m2ZaETGgwYN (29.55 BTC - Output)
1CusinkMyWS53WtupuspCMDyi8gZ2sb13zv (30.28851 BTC - Output)
1PXASYNC2MWYtssfs BTBPMWXWScDKPUMTB (30.28851 BTC - Output)
:Zﬁ%ﬁ;fggmﬂ?ﬂyﬁgﬁ (:oaéeze;grc : O:;’ ) 1Z9ADFWVMZvgIN3HONIO1XoT2LpthS59F - (Spent) 0.01001 BTC
19 qdQnduusg2 O oulp 17iCsx5w55KcNdCRRpIXXFDeMUTbtNhapm - (Unspent) 675 BTC

178AKoubQ2741uPqtoFQfB26ZUK 16f3yDt (29.36578 BTC - Output)
1L.Ze2eSEKrBik6jaBk8YNSh1amR2czmwwe (30 BTC - Output)
16ah8vzFqtnyCPtp57Y55bkXwSot7Bd3ic (29.84 BTC - Output)
1Dn82DXHrPNVH7EMrD5cawDedWdk43Jjkk (29.83951 BTC - Output)
1NvCAvQVbwJUIXWHBHKIGKAMKRMKkRKe7gv (30.13 BTC - Output)
14kSwoX2cPkwRtKWSKTWBFGtraYpXrYckW (99.45 BTC - Output)
1AKMo TEIUXUa3foSNjLZcvLixY54wyC6n (141.9995 BTC - Output)
1KRMiP4ulyy2hm88MRRQv4ghkQthVKEBHSE (29.6 BTC - Output)
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8b6008b2a369499¢c5c5105815109e549¢160a84692c00chb87d1a2b4881e8cc27

142Z7VauMVdSV5DADb62DsJ7wvW9Occq18t (30.28851 BTC - Output)
16H9oN1JFXSHEV16X8PLeS7T7TMMF3EKQEIH (30.28851 BTC - Qutput)
17RHwWSeN5Ky8gGwTHCH8|[4mZH3eqQNbrav (30.58836 BTC - Output)
13b780U40Cid4gQw87bvUMUZ1 XpnZqwNQ1 (12.9148 BTC - Output)
16BzfEpwFOPSULMmmMcbdag3m2ZaETGgwYN (29.55 BTC - Output)
1CusinkMvW53WtupuspCMDyi8gZ2sb13zv (30.28851 BTC - Output)
1PXASYNC2MWYtssfs BTBPMWXWScDkPUMTB (30.28851 BTC - Output)
1Gg2D33ySPndnSELBnmze1QsmycSdeGVkX (30.28851 BTC - Output)
1FdPwjg7XJfrEqdQnduusg2KS1UuJDACCI (30.28851 BTC - Output)
178AKoubQ2741uPqtoFQIB26ZUK 16f3yDt (29.36578 BTC - Output)
1LZe2eSEKrBik6jaBk8YNSh1amR2czmwwe (30 BTC - Output)
16ah8vzFqtnyCPtp57Y55bkXwSot7Bd3ic (29.84 BTC - Output)
1Dn92DXHPNVH7EMrD5cawDedWdk43Jjkk (29.83951 BTC - Output)
1NvCAvQVbwJUIXWHBHKIGKAMKRMKRKe7gv (30.13 BTC - Output)
14kSwoX2cPkwRIKWSKTwWBFGtraYpXrYckW (899.45 BTC - Output)
1AKMo TEIUXUa3f9SNjLZcvLixY54wyCbn (141.9995 BTC - Output)
1KRMiP4ulyy2hm88MRRQv4ghkQthVKEBHSE (29.6 BTC - Output)

1Z9ADFWVMZvgiN3HONO1XoT2LpthS59F - (Spent) 0.01001 BTC
17iCsx5w55KcNdCRRp9xXFDeMU7btNhgpm - (Unspent) 875 BTC

Heuristic #1: the same user controls these addresses

11
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This works because sender must know secret key for each input
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This works because sender must know secret key for each input

This is established: has been used before [RH13,RS13,A+13] and
even acknowledged by Satoshi himself
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Heuristic 1: enough® 5 O ,\gjf

This works because sender must know secret key for each input

This is established: has been used before [RH13,RS13,A+13] and
even acknowledged by Satoshi himself

Already yields a fairly robust graph: 5.5 million distinct clusters

Our goal is to track flows of bitcoins

Lots of flow remains in these clusters because of change addresses
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Change addresses
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No Inputs (Newly Generated Coins)

13PEUlLZWUSs LWivQWQ26c1gQJYtsN2ahx8 (25.4158 BTC - Output)
1D8JZmRQxmeS5tac42daiUSZWSDPQTON8Pm (25.1834 BTC - Output)

1D8JZmRQxme5tacd2daiUSZWSDPQTHNEPm - (Spent)

19x4y JZXXFEUZNBuUQemZCq9bCb3nUVGFHmM - (Unspent)
1422qjdwveSrlUdvuXFe59YktwagWkMEKgsk - (Spent)

25.1834 BTC

0.5892 BTC
50 BTC

13
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No Inputs (Newly Generated Coins) * 1D8JZmRQxmeStacd2daiUSZWSDPQTHNSPm - (Spent) 25.1834 BTC
13PEUlLZWUSs LWtvQWQ26¢c1gQJYtsN2ahx8 (25.4158 BTC - Output) 19x4y JZXXFEUZNBUQemZCq9bCb3nUVGFHmM - (Unspent) 0.5992 BTC
1D8JZmRQxme5tacd2daiUSZWSDPQTbN8Pm (25.1834 BTC - Output) 1422qjdwvE9rUdvuXFe59YktwgWkMEKgsk - (Spent) 50 BTC

Each transaction must reference a previous transaction, so all
bitcoins received must be spent all at once

13
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No Inputs (Newly Generated Coins) * 1D8JZmRQxmeStacd2daiUSZWSDPQTHNSPm - (Spent) 25.1834 BTC
13PEUlLZWUSs LWtvQWQ26¢c1gQJYtsN2ahx8 (25.4158 BTC - Output) 19x4y JZXXFEUZNBUQemZCq9bCb3nUVGFHmM - (Unspent) 0.5992 BTC
1D8JZmRQxme5tacd2daiUSZWSDPQTbN8Pm (25.1834 BTC - Output) 1422qjdwvE9rUdvuXFe59YktwgWkMEKgsk - (Spent) 50 BTC

Each transaction must reference a previous transaction, so all
bitcoins received must be spent all at once

Change address: used to collect excess bitcoins

13
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Change addresses 30 TR Lob%%&%g\;o' O

No Inputs (Newly Generated Coins) * 1D8JZmRQxmeStacd2daiUSZWSDPQTHNSPm - (Spent) 25.1834 BTC

13PEUlLZWUSs LWivQWQ26c1gQJYtsN2ahx8 (25.4158 BTC - Output) 19x4y JZXXFEUZNBUQemZCq9bCb3nUVGFHmM - (Unspent) 0.5992 BTC
1D8JZmRQxme5tacd2daiUSZWSDPQTbN8Pm (25.1834 BTC - Output) 1422qjdwvE9rUdvuXFe59YktwgWkMEKgsk - (Spent) 50 BTC

Each transaction must reference a previous transaction, so all
bitcoins received must be spent all at once

Change address: used to collect excess bitcoins

In the standard client, change addresses are used at most twice: to

receive and to spend
, ,

13
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8b6008b2a369499c5¢c5105815109e549¢160aB4692c00cb97dfa2b488 1e8cc27

142Z7VauMVdSV5DADb62DsJ7wvW9Occq18t (30.28851 BTC - Output)
16H90N1JFXSHEV16X8PLeS77MMF3EKQEIH (30.28851 BTC - Output)
17RHwSeNSKyB8gGwTHCHSj4mZH3eqQNbrav (30.58936 BTC - Output)
13b780U40Cid4gQw87bvUMUZ1XpnZqwNQ1 (12.9148 BTC - Output)
16BzfEpwFOPSULMmMMcbdag3m2ZaETGgwYN (29.55 BTC - Output)
1CusinkMvW53WtupuspCMDyi8gZ2sb13zv (30.28851 BTC - Output)
1PXASYNC2MWYtssfs BTBPMWXWScDkPUMTB (30.28851 BTC - Output)
1Gg2D33ySPndnSELBnmze1QsmycSdeGVkX (30.28851 BTC - Output)
1FdPwjg7XJfrEqdQnduusg2K51UuJDACCI (30.28851 BTC - Output)
178AKoubQ2741uPqtOFQIB26ZUK 16f3yDt (29.36578 BTC - Output)
1L.Ze2eSEKrBik6jaBk8YNSh1amR2czmwwe (30 BTC - Output)
16ah8vzFqtnyCPtp57Y55bkXwSot7Bd3ic (29.84 BTC - Output)
1Dn92DXHPNVH7EMrD5cawDedWdk43Jjkk (29.83951 BTC - Output)
1NvCAvQVbwJUIXWHBHKIGKAMKRMKkRKe7gv (30.13 BTC - Output)
14kSwoX2cPkwRIKWSKTwWBFGtraYpXrYckW (899.45 BTC - Output)
1AkMoj TEIUXUa3faSNjLZcvLixY54wyC6n (141.9995 BTC - Output)
1KRMiP4ulyy2hm86MRRQv4ghkQthVKEBHE (29.6 BTC - Output)

1Z9ADFWVMZvgiN3HONII1XoT2LpthS59F - (Spent) 0.01001 BTC
17iCsx5w55KcNdCRRpOxXFDcMU7btNhgpm - (Unspent) 675 BTC

s a1



, Cluster (=30, ~O-0Q~0Q%
Clustering by change o/,g?ﬁ%* ooy

8b6008b2a369499c5¢c5105815109e549¢160aB4692c00cb97dfa2b488 1e8cc27

142Z7VauMVdSV5DADb62DsJ7wvW9Occq18t (30.28851 BTC - Output)
16H90N1JFXSHEV16X8PLeS77MMF3EKQEIH (30.28851 BTC - Output)
17RHwSeNSKyB8gGwTHCHSj4mZH3eqQNbrav (30.58936 BTC - Output)
13b780U40Cid4gQw87bvUMUZ1XpnZqwNQ1 (12.9148 BTC - Output)
16BzfEpwFOPSULMmMMcbdag3m2ZaETGgwYN (29.55 BTC - Output)
1CusinkMvW53WtupuspCMDyi8gZ2sb13zv (30.28851 BTC - Output)
1PXASYNC2MWYtssfs BTBPMWXWScDkPUMTB (30.28851 BTC - Output)
1Gg2D33ySPndnSELBnmze1QsmycSdeGVkX (30.28851 BTC - Output)
1FdPwjg7XJfrEqdQnduusg2K51UuJDACCI (30.28851 BTC - Output)
178AKoubQ2741uPqtOFQIB26ZUK 16f3yDt (29.36578 BTC - Output)
1L.Ze2eSEKrBik6jaBk8YNSh1amR2czmwwe (30 BTC - Output)
16ah8vzFqtnyCPtp57Y55bkXwSot7Bd3ic (29.84 BTC - Output)
1Dn92DXHPNVH7EMrD5cawDedWdk43Jjkk (29.83951 BTC - Output)
1NvCAvQVbwJUIXWHBHKIGKAMKRMKkRKe7gv (30.13 BTC - Output)
14kSwoX2cPkwRIKWSKTwWBFGtraYpXrYckW (899.45 BTC - Output)
1AkMoj TEIUXUa3faSNjLZcvLixY54wyC6n (141.9995 BTC - Output)
1KRMiP4ulyy2hm86MRRQv4ghkQthVKEBHE (29.6 BTC - Output)

1Z9ADFWVMZvgiN3HoNI91XoT2Lpth559F - (Spent) 0.01001 BTC
17iCsx5w55KcNdCRRpOxXFDcMU7btNhgpm - (Unspent) 675 BTC

s a1



, Cluster [So=P=5-C-00~>0 00 0.0SGR
Clustering by change o/,&% D> RS

8b6008b2a369499¢c5c5105815109e549¢160a84692c00chb87d1a2b4881e8cc27

142Z7VauMVdSV5DADb62DsJ7wvW9Occq18t (30.28851 BTC - Output)
16H9oN1JFXSHEV16X8PLeS7T7TMMF3EKQEIH (30.28851 BTC - Qutput)
17RHwWSeN5Ky8gGwTHCH8|[4mZH3eqQNbrav (30.58836 BTC - Output)
13b780U40Cid4gQw87bvUMUZ1 XpnZqwNQ1 (12.9148 BTC - Output)
16BzfEpwFOPSULMmmMcbdag3m2ZaETGgwYN (29.55 BTC - Output)
1CusinkMvW53WtupuspCMDyi8gZ2sb13zv (30.28851 BTC - Output)
1PXASYNC2MWYtssfs BTBPMWXWScDkPUMTB (30.28851 BTC - Output)
1Gg2D33ySPndnSELBnmze1QsmycSdeGVkX (30.28851 BTC - Output)
1FdPwjg7XJfrEqdQnduusg2KS1UuJDACCI (30.28851 BTC - Output)
178AKoubQ2741uPqtoFQIB26ZUK 16f3yDt (29.36578 BTC - Output)
1LZe2eSEKrBik6jaBk8YNSh1amR2czmwwe (30 BTC - Output)
16ah8vzFqtnyCPtp57Y55bkXwSot7Bd3ic (29.84 BTC - Output)
1Dn92DXHPNVH7EMrD5cawDedWdk43Jjkk (29.83951 BTC - Output)
1NvCAvQVbwJUIXWHBHKIGKAMKRMKRKe7gv (30.13 BTC - Output)
14kSwoX2cPkwRIKWSKTwWBFGtraYpXrYckW (899.45 BTC - Output)
1AKMo TEIUXUa3f9SNjLZcvLixY54wyCbn (141.9995 BTC - Output)
1KRMiP4ulyy2hm88MRRQv4ghkQthVKEBHSE (29.6 BTC - Output)

1Z9ADFWVMZvgiN3HONO1XoT2LpthS59F - (Spent) 0.01001 BTC
17iCsx5v55KcNdCRRp9xXFDeMU7btNhgpm - (Unspent) 875 BTC

s 101 51

Heuristic #2: the same user also controls this address
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Heuristic 2
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Cluster =0 /O*O‘O-»O%(P’O 00— —SHAO
o~ 5*% R

Heuristic 2 OB 0= 0
B B A BRI

To identify change addresses, look for “one-time” output address

) )
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Cluster [So=2-0-F0-0Q%0 0.0 —36’5'%::

Heuristic 2 b 0 .0"C4 9,%%‘%’%‘»&_0 ,650/

To identify change addresses, look for “one-time” output address

) "

If there is exactly one such address, label it the change address
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Cluster :\:‘o 7% O-30~0Q90 0,0 \6"

Heuristic 2 &0 % R %%O %%&@o

To identify change addresses, look for “one-time” output address

) "

If there is exactly one such address, label it the change address

This isn’t conservative enough!
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Cluster [SozP-5-O0-F0~0Q%0 0,0—02 2

Heuristic 2

To identify change addresses, look for “one-time” output address

) "

If there is exactly one such address, label it the change address

This isn’t conservative enough!

CNENLDNED

e \Wait a week before identifying address
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C Cluster SO"-‘E){’O‘C‘)/’O"OQ\%O\ O SHO
Heuristic 2 ou

To identify change addresses, look for “one-time” output address

) "

If there is exactly one such address, label it the change address

This isn’t conservative enough!

CNENLDNED

e \Wait a week before identifying address

* [gnore “self-change” addresses @
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Cluster [SozP-5-°-0Q~0Q%0 0.0 &

Heuristic 2

To identify change addresses, look for “one-time” output address

) "

If there is exactly one such address, label it the change address

This isn’t conservative enough!

e \Wait a week before identifying address

* [gnore “self-change” addresses ®

* Manually inspect some remaining addresses 7»’
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Data collection O atnen| 5.
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Engaged in transactions with:



Data collection

Transact ﬁoﬁﬁ«@gqao,%) 'O

us@.
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Engaged in transactions with:

e Exchanges
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Transact 30;%35&%»@9\9,0 0.0—30&
= 4"0
2 ‘Q:—Og 00

Data collection O areni s, 03 1
Engaged in transactions with:
v/
e Exchanges """"3‘91 * Vendors bﬁy
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Transact[So-0: <0-00-0QF0 9,0—3022
' = s 10 00-0—=3 V\O::
O O O NP O
Data collection O gmem s, 0% RET O IEOS 0 O
Engaged in transactions with:
v/
* Exchanges """"3‘92 * \/endors b’,ﬁ,y

e Mining pools
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, Transact[SoP=8-C-F0-0Q90 0,.0—
Data collection O el S ’% OSSR

Engaged in transactions with:

e Exchanges ) ""'ELDQ ¢ \/endors

e Mining pools Yl BTC e Gambling sites .1'
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Transact 3\0’72%‘6”0‘9/'(%"089 0 9.0—0

Data collection oL o

Engaged in transactions with:

e Exchanges ” "‘”"EPQ ¢ \/endors

» Mining pools Y [@ ° Gambiing sites iR
e Wallet services
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Data collection

Transact
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\.them
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Engaged in transactions with:

e Exchanges

: ,TGPQ

¢ \/endors

BITCOIN FOG
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Transact 3\‘0;%*810*9/‘%08\9 0 9.0—0

Data collection oL o

Engaged in transactions with:
) ""QOZ ¢ \/endors

e Exchanges

BITCOIN FOG

Scraped published tags
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| Transact[So-P=5-O-00~0Q80 0,0 &
Data collection e, o/;;?ﬁ%e)‘q%%%—* =Ny )
hem,OO\O‘(b RO~ Y TO7YS

Engaged in transactions with:
) ""GP; ¢ \/endors

e Exchanges

BITCOIN FOG

Scraped published tags

Found addresses discussed on forums
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_ Transact S‘}o
—xchanges R

Bitcoin-24

@ Bitcoin-Central

@ bitcoinde

litcoin-Marketplace - Made in Ge

q Bitcurex

\) BitMarket.e.

?i, AID BI AFLE TH LYl Aer E;-.- NIAC
\\ YOUR PLACE TO EXCHANGE BITCOINS

BITME

,é BITSTAMP

Bitcoin China

BTCo

MARNAD D\

SV “U8 W AR eV & W

A v ;.._,-— ‘ -
Canadian Virtual E

ICBIT

Bitcoin Exchange

xange

@ mercadobitcoin

THEROCK

Vircurex.

VIrWoX

"""""""""" cx(hongo

[rHiBitinstant
BITCOINNORDIC

Bitcoins easy. Bitcoins fast.

=0
btcuick
FastCash4Bitcoins

LILION TRANSFER

Login | Registration

% NANAIMO GOLD

DIGITAL CURRENCY EXCHANGE

DK FAY
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Published tags

\.them

Transact| oz
us@. 'O/ 7%

S
S ARG e

1LDCRDhNBIiTaurUmJKqRef3cGpWLWfEpFk
1NmduGNyC5Xejoysbuiood CN3jR3yf64xM
1BTC24yVKQdQNAadvX71xLUC5A8Za7Rr71
14FHqYSgAI39CEJksUJJsK8JzJzygFpLVk
16xTfttqg6DbvkAGpPYWWpPEhEC4e1fCG7G
13RcqwggWi9VwcPCZ5BeScxZL WPtt3NVzf
1Kj7V3CYk4TzmEScgYR7UVbejgFVRbqSwu

1HCMw4nJMTOC6aXaE4EFUb4UbYLg9qpGaw

BitAurum.eu
Electrum
Bitcoin-24.com
xked
Genesis2church.org
Skeptinerd
WeUseCoins

A Lightning War for Liberty

https://www.bitaurum.eu
http://electrum.ecdsa.org/community.html
https://bitcoin-24.com

http://xked.com/bitcoin/
http://genesis2church.org/donate-with-bitcoin.html
http://www.skeptinerd.com/donate-with-bitcoin/
http://www.weusecoins.com/about.php

http:/libertyblitzkrieg.com/donate-via-bitcoin-2/
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Transact|<oz, *b’«@Q}Q*OQQp o—kc?:é'\%:

Trolling Bitcoin forums 0 qpon B o3 R Cer i )

5 5 o O Q@ GO

@ Re: betco.in's a ghost town now?

April 13, 2012, 12:19:17 AM #10

server was hacked brutally. this time - not by stupid site bug, but something else. still looking.

it would be fine, since I never keep all coins on server, but hacker was able somehow to hack into my laptop and desktop through
vpn i have between my home and server and wiped all wallets i had in there.. have no clue how it was done yet. all machines
uses different passwords and different ubuntu distro versions.

still investigating. all money went there - http://blockexplorer.com/address/1L4kz6BA8mMzi8KLVOVQ2pYcW8BQQFVIhWLg almost in
the same time.

this was quite sophisticated attack i must say..

20



. . . Transact SO”-‘b’KO‘Q}Q*OO\Q,o S0
Trolling Bitcoin forums |se 504 d s }g)>8§

“®them /O /‘ A O‘/ A \‘O"O\

@ Re: betco.in's a ghost town now?

April 13, 2012, 12:19:17 AM #10

server was hacked brutally. this time - not by stupid site bug, but something else. still looking.

it would be fine, since I never keep all coins on server, but hacker was able somehow to hack into my laptop and desktop through
vpn i have between my home and server and wiped all wallets i had in there.. have no clue how it was done yet. all machines
uses different passwords and different ubuntu distro versions.

still investigating. all money went there - http://blockexplorer.com/address/1L4kz6BA8mMzi8KLVOVQ2pYcW8BQQFVIhWLg almost in
the same time.

this was quite sophisticated attack i must say..




: . , Transact[Xxo=P=8-C-F0~0Q%0 S (5.,,0
Trolling Bitcoin forums |use %/'9 g)b O«/%;b \Qho )O/

“@them O S \‘O

Re: betco.in's a ghost town now?

April 13, 2012, 12:19:17 AM #10

server was hacked brutally. this time - not by stupid site bug, but something else. still looking.

it would be fine, since I never keep all coins on server, but hacker was able somehow to hack into my laptop and desktop through
vpn i have between my home and server and wiped all wallets i had in there.. have no clue how it was done yet. all machines
uses different passwords and different ubuntu distro versions.

still investigating. all money went there - http://blockexplorer.com/address/1L4kz6BA8mzIi8KLVOVQ2pYcW8BQQFVIihWLg almost in
the same time.

this was quite sophisticated attack i must say..

bf70act1d2b702dbele14fbefb3a0cb2ffSeebaad25cfed249f16d6ede7b3ff14 ¢ (Fee: 0 BTC - Size: 798 bytes) 2012-04-11 11:14:03

1FE71fnp TXYbVXZnRXZKxpPvsKBvSZCJst (10 BTC - Output)

1FE71fnpTXYbVXxZnRXZKxpPvsKBv5ZClst (4.42577016 BTC - Output) 1HVi6re6zDrScSvaSk2mmLOu7svEHTiBt4 0.22895016 BTC
1FE71finp TXYbVXZnRXZKxpPvsKBv5ZClJst (2 BTC - Output) 1L4kz6BASmMziBKLVIVQ2pYcWBQQFVIhnWLg 17 BTC
1MudtcypjQBhypaqQ9x4hB8CCsdbgOpH9Zz (0.80318 BTC - Output)

17 BTC
40fcB8f6b2f2221b2871a38a245132ed 1 eadadffbaec8d46ebe7 4b29c64fd82a7 (Fee: 0 BTC - Size: 437 bytes) 2012-04-11 10:51:01
1CcRiHgr3HWKS5bHJ38|BwglLVmBUWR2qEuU6 (121.258 BTC - Output) 1KPGDcBoHpvWoUSyssxqgmRgwtUqgsyyey2y 0.038 BTC
1Lgnzb1p9YE3uKwGpspMQZ1NcAD1EMxzSh (43.78 BTC - Output) 1L4kz6BABMzIBKLVIVQ2pYcWBQQFVIhWLg 165 BTC

20



Putting it all together
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Putting it all together

Transact

21



Putting it all together
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Cluster
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Putting it all together
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Putting it all together
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Cluster
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Putting it all together

Transact

Cluster

Sootstrap

Interacted with 31 MtGox addresses, tagged 518,723!

Participated in 344 transactions and tagged 1.3M public keys
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Outline

Tracking cluster activity

ow does Bitcoin work? Analysis
Results
Overall statistics Conclusions
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Clustering using our heuristics
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Clustering using our heuristics

~
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Clustering using our heuristics

_'strongly connected component
'Wlth most of our named users

bicycle wheel With('f'_ N
gambling at center |

-~
L 2}
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Following bitcoins
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

' 1GYnR2dWZFsibB8AkjjGKtMNsFCVHEKS21 - (Spent) 48.8325 BTC
1422qjdwvB9rU4vuXFeS9YktwqWkM6EKgsk (50 BTC - Output)

1AF2149tLIXQ3JGDpe8gjfrUmmqgASkLNFC - (Unspent) 1.167 BTC
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AkjjGKtMNsFCVHEKS21 - (Spent) 48.8325 BTC

1422qjdwvB9rUdvuXFeS9YktwqWkM6EKgsk (50 BTC - Output) » 1AF2149tLJXQ3JGDpe8gjfrtUmmgASkLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AKkjjGKIMNs FCVHEKS21 - (Spent) 48.8325 BTC

1422qjdwvB9rUdvuXFeS9YktwqWkM6EKgsk (50 BTC - Output) » 1AF2149tLJXQ3JGDpe8gjfrtUmmgASkLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AKkjjGKIMNs FCVHEKS21 - (Spent) 48.8325 BTC

1422qjdwvB9rUdvuXFeS9YktwqWkM6EKgsk (50 BTC - Output) » 1AF2149tLJXQ3JGDpe8gjfrtUmmgASkLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AKkjjGKIMNs FCVHEKS21 - (Spent) 48.8325 BTC

1422qjdwvB9rUdvuXFeS9YktwqWkM6EKgsk (50 BTC - Output) » 1AF2149tLJXQ3JGDpe8gjfrtUmmgASkLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”

\‘
change address
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AKkjjGKIMNs FCVHEKS21 - (Spent) 48.8325 BTC

1422qjdwvB9rUdvuXFeS9YktwqWkM6EKgsk (50 BTC - Output) » 1AF2149tLJXQ3JGDpe8gjfrtUmmgASkLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”

/0
O
O

meaningful
recipient change address
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AKkjjGKIMNs FCVHEKS21 - (Spent) 48.8325 BTC

1422qjdwvB9rUdvuXFeS9YktwqWkM6EKgsk (50 BTC - Output) » 1AF2149tLJXQ3JGDpe8gjfrtUmmgASkLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AkjiGKIMNsFCVHEKS21 - (Spent) 48.8325 BTC

1422qjdwv69rUdvuXFe59YktwqWkM6Kgsk (50 BTC - Output
UaWVEIRTW MIWQYTRIVIORGSK | pul » 1AF2149tLIXQ3JGDpe8gifrtUmmaASKLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”

N ©
O\O /O< 9
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Following bitcoins

Can see when bitcoins meaningfully cross cluster boundaries

1GYnR2dWZFsibB8AkjjGKtMNsFCVHEKS21 - (Spent) 48.8325 BTC

1422qjdh Fe59YktwqWkM8Kgsk (50 BTC - Output
22q)dwvBIrUdvuXFeSOYktwqWkMGKgsk | pu » 1AF2149tLIXQ3JGDpe8gifrUmmagAIKLNFC - (Unspent) 1.167 BTC

Allows us to systematically follow “peeling chains”

\O/’
\O/' _~°
\O/O\ 0
~o ‘\O/‘ o _°
el el

O
ldentifying recipients potentially de-anonymizes user
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from one infamous address associated with Silk Road
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from|one infamous address|associated with Silk Road
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from|one infamous address|associated with Silk Road

Balance (in thousands)

S_ —— 1DKyBEKt
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—— silk road
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o
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O /\ﬂ
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(4p]
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Al
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2010-12-29  2011-08-05  2012-03-12  2012-10-18
Date




Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from|one infamous address|associated with Silk Road

5% of all generated bitcoins!

. —— IDKYBEK! m m o m == = = = Z ......
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from|one infamous address|associated with Silk Road

|I ,| ,\\M}I

iy
[l

14
8. —— 1DkyBEKt 0 exchanges
‘| — vendors 45| O mining
—— silk road O wallets
3 /\/‘ 9 B gambling
g* £10+ B vendors
= T_g O fixed
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from|one infamous address|associated with Silk Road

Dissipated bitcoins did not flow
at scale to any known services

14 -
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Tracking illicitly-obtained bitcoins
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from|one infamous address|associated with Silk Road

26



Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from known thefts
and from|one infamous address|associated with Silk Road

But we saw peels to known exchanges

First Second Third

Service Peels BTC Peels BTC Peels BTC
Bitcoin-24 1 2 3 124
Bitcoin Central 2 2
Bitcoin.de 1 4
Bitmarket 1 1
Bitstamp o 97 1 1
BTC-e 1 250
CA VirtEx 1 9 1 10 3 22
Mercado Bitcoin 1 9
Mt. Gox 11 492 14 70 5) 39
OKPay 2 151 L 125




Tracking illicitly-obtained bitcoins
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from|known thefts|
and from one infamous address associated with Silk Road

Again, saw many peels to known exchanges

Theft BTC Date n Movement Exchanges?
MyBitcoin 4019  Jun 2011  A/P/S Yes
Linode 46,648 Mar 2012 A/P/F Yes
Betcoin 3171  Mar 2012 F/A/P Yes
Bitcoinica 18,547 May 2012  P/A Yes
Bitcoinica 40,000 Jul 2012  P/A/S Yes
Bitfloor 24,078  Sep 2012 P/A/P Yes

Trojan 3257  Oct 2012 F/A No




Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from|known thefts|
and from one infamous address associated with Silk Road

Again, saw many peels to known exchanges

Theft BTC Date n Movement Exchanges?
MyBitcoin 4019  Jun 2011  A/P/S Yes
Linode 46,648 Mar 2012 A/P/F Yes
Betcoin 3171  Mar 2012 F/A/P Yes
Bitcoinica 18,547 May 2012  P/A Yes
Bitcoinica 40,000 Jul 2012  P/A/S Yes
Bitfloor 24,078  Sep 2012 P/A/P Yes
Trojan 3257  Oct 2012 F/A %lo

2857BTC (87%) hadn’t moved
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Tracking lllicitly-obtained bitcoins

By following peeling chains, we tracked money from|known thefts|
and from one infamous address associated with Silk Road

Again, saw many peels to known exchanges

Theft BTC Date = Movement Exchanges?
MyBitcoin 4019  Jun 2011  A/P/S Yes
Linode 46,648 Mar 2012 A/P/F Yes
Betcoin 3171  Mar 2012 F/A/P Yes
Bitcoinica 18,547 May 2012  P/A Yes
Bitcoinica 40,000 Jul 2012  P/A/S Yes
Bitfloor 24,078  Sep 2012 P/A/P Yes
Trojan 3257  Oct 2012 F/A ?o
2857 BTC (87%) hadn’t moved

Exchanges know the real-world identity of the account owner

Hypothesis: if you subpoena the exchange, you can identify the thief
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Tracking bitcoins in the real world

Contacted by Andy Greenberg of Forbes to test hypothesis

Got Coinbase addresses; asked to identify drug purchases

~ Andy Greenberg, Forbes Staff

Covering the worids of data security, privacy and hacker culture

+ Follow (1 142

Fdllowt The‘Bit'coins: How We
Got Busted Buying Drugs On Silk
Road's Black Market
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Tracking bitcoins in the real world

Contacted by Andy Greenberg of Forbes to test hypothesis

Got Coinbase addresses; asked to identify drug purchases

Andy Greenberg, Forbes Staff
Covering the worids of data security, privacy and hacker culture,
+ Follow (1 142

Follow The Bitcoins: How We

Got Busted Buying Drugs On Silk

Road's Black Market

Forbes’
Coinbase
address

—>

Known
Silk Road
address
Known |
Silk Road \ f
address \ \J /4
N\a P Silk Road
Suspected 40 bitcoin wr#fi'l?égvéi'c? '
Silk Road | ——>» Silk Road payments
address account ™ to'sellers
A N
' Known ‘ |
Silk Road

address

28



Outline

ow does Bitcoin work?

Analysis

Results

Conclusions

29



Conclusions

What are people using Bitcoin for?

How much anonymity does Bitcoin really provide?

30



Conclusions

What are people using Bitcoin for?

How much anonymity does Bitcoin really provide?

Bitcoin is used mostly for gambling, currency exchange, to a (much)
lesser extent buying drugs

30



Conclusions

What are people using Bitcoin for?

How much anonymity does Bitcoin really provide?

Bitcoin is used mostly for gambling, currency exchange, to a (much)
lesser extent buying drugs

Our analysis provides a real-world way to track flows of bitcoins

30



Conclusions

What are people using Bitcoin for?

How much anonymity does Bitcoin really provide?

Bitcoin is used mostly for gambling, currency exchange, to a (much)
lesser extent buying drugs

Our analysis provides a real-world way to track flows of bitcoins

Seems hard to launder significant quantities of money

30



Conclusions

What are people using Bitcoin for?

How much anonymity does Bitcoin really provide?

Bitcoin is used mostly for gambling, currency exchange, to a (much)
lesser extent buying drugs

Our analysis provides a real-world way to track flows of bitcoins

Seems hard to launder significant quantities of money

Thanks! Any questions”
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