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BITCOIN IS NOT ANONYMOUS
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CLUSTERING BY INPUT

multi-input / co-spend heuristic: the same entity controls these addresses



CLUSTERING BY CHANGE

change heuristic: the input entity also controls the change address



FOLLOWING BITCOINS

ldentifying change addresses also allows us to see when bitcoins
meaningfully change hands, and thus follow peel chains
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ldentifying recipients of these “peels” potentially de-anonymizes user



CLUSTERING BY CHANGE

: the input entity also controls the change address

HOW DO WE ACTUALLY IDENTIFY THE CHANGE ADDRESS?



DIVERSE FEATURES

The Bitcoin protocol has changed a fair amount since 2013!
New transaction features: locktime, RBF, etc. [MN22]
New address types: P2SH, Bech32, etc.

Can also define the change strateqgy of a multi-input cluster according to
where its change addresses are in the list of outputs

-0: always first

--1: always last

-1: always first or last

-none



ANEW CHANGE HEURISTIC

for a multi-input cluster, define:
- set of transaction features

- set of address types

- change strateqgy



ANEW CHANGE HEURISTIC

for a multi-input cluster, define: label as change the unique output
- set of transaction features address that matches these features
- set of address types (considering the transaction in which

- change strategy It spends its contents)



FVALUATING OUR HEURISTIC

For ground-truth multi-input clusters (Caqdr, Ctx) curated from data
provided by Chainalysis, followed peel chains starting at each tx in Cix

Consider two factors
-expansion rate: the ratio of new to old transactions
-false discovery rate: the ratio of false positives (as identified by
Chainalysis tags) to true / unknown positives



FVALUATING OUR HEURISTIC

For ground-truth multi-input clusters (Caqdr, Ctx) curated from data
provided by Chainalysis, followed peel chains starting at each tx in Cix

HEURISTIC ~ EXPANSION FDR

[AKR+13] 93.03 64.19
[MKJ+13] 719.94 51.64
[GKRN18] 3.7 48.71
[EPY17] 28.6 12.7

[KYS+22]* 124.46 0.02



CONCLUSIONS

Based on (limited) ground-truth data, our change heuristic seems effective
iIn expanding multi-input clusters

Can also be used to validate the results of the multi-input heuristic
Possible to evade by randomizing features

Bitcoin is not anonymous!
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THANKS!
ANY QUESTIONS?



